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General information and programme indicators

	Professional title awarded to graduates
	Bachelor

	Mode(s) of study
	Full-time and part-time studies

	Number of semesters required to complete the programme at this level
	6

	Number of ECTS credits required to complete the programme at this level
	180

	Total number of contact hours delivered with the direct participation of academic staff or other teaching personnel
	Full-time studies: 
Part-time studies
	2353 hrs.
1620 hrs.

	Percentage share of the number of ECTS credits for each discipline to which the degree programme is assigned in the number of ECTS credits required to complete studies at a given level – in the case of a degree programme assigned to more than one discipline
	Political Science and Public Administration
	47.8%

	
	Security Studies
	30.6%

	
	Technical Computer Science and Telecommunications
	21.7%

	Total number of ECTS credits that the student must obtain through classes delivered with the direct participation of academic staff or other teaching personnel
	Full-time studies:
Part-time studies: 
	90.6 (50.3%)
63.7 (35.4%)

	Total number of ECTS credits that the student must obtain through classes developing practical skills
	100.7 ECTS (55.9%)

	Number of ECTS credits that the student must obtain through courses in the humanities or social sciences – in the case of programmes assigned to disciplines within fields other than, respectively, the humanities or social sciences
	5 ECTS*

	
	*Including the following courses/groups of courses: Introduction to Philosophy

	Number of ECTS credits assigned to elective courses or groups of courses
	58 ECTS (32,2%)

	Duration of internship and the number of ECTS credits the student must obtain through them
	6 months
720 hours
28 ECTS

	Number of physical education hours – for full-time first-cycle studies and long-cycle Master's programmes
	60 hours
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Courses included in the study programme, divided into teaching modules, together with the number of hours and ECTS credits
	No.
	Course title
	ECTS
	Number of class hours
total teaching hours

	1. 
	
	
	Full-time studies
	Part-time studies

	1. General education

	2. 
	Health and Safety
	0
	8
	8

	3. 
	Sports and Recreation
	0
	60
	0

	4. 
	Foreign Language (Elective)
	9
	120
	64

	5. 
	Academic Skills
	1
	15
	8

	6. 
	Introduction to Philosophy
	5
	35
	20

	7. 
	Foundations of Social Communication
	4
	30
	16

	8. 
	Introduction to the Study of the State and Law
	5
	30
	24

	9. 
	Intellectual Property
	5
	30
	24

	10. 
	Research Methodology
	4
	30
	16

	11. 
	Jurisprudence
	5
	60
	40

	12. 
	Foundations of Economics
	5
	30
	24

	13. 
	Public Administration
	4
	30
	24

	14. 
	Foundations of Sociology
	3
	30
	16

	15. 
	Project Management
	3
	30
	16

	Total
	48
	508
	276

	2. Major-specific education

	16. 
	Security Issues of the Information Society
	3
	30
	16

	17. 
	Introduction to Cybersecurity
	5
	30
	16

	18. 
	State Cybersecurity Policy
	3
	30
	16

	19. 
	International Political Relations
	4
	30
	24

	20. 
	Introduction to Security Studies
	3
	30
	16

	21. 
	Crisis Management
	4
	45
	24

	22. 
	Security of Metropolises and Local Communities
	3
	30
	16

	23. 
	Information Security Management
	3
	30
	16

	24. 
	State Security Structures
	3
	30
	16

	25. 
	Contemporary Political Terrorism
	3
	30
	16

	26. 
	Information Engineering in the Public Sphere
	3
	30
	16

	27. 
	Information and Hybrid Warfare / Geoinformation and Geolocation (Elective)
	3
	30
	16

	28. 
	Personal Data Protection: National and International Perspective
	3
	30
	16

	29. 
	Risk Management in Politics / IT Risk Management (Elective)
	3
	30
	16

	30. 
	Systems and Technologies in Cybersecurity
	4
	45
	24

	31. 
	Elements of Cryptography
	3
	45
	24

	32. 
	Criminal Behaviour in Cyberspace
	2
	30
	16

	33. 
	Security Audit of ICT Networks
	4
	60
	32

	34. 
	Project Preparation Methodology
	3
	30
	16

	35. 
	Cybersecurity in the Public Sector / Cybersecurity in International Organisations (Elective)
	3
	30
	16

	36. 
	Crime on the Internet / Online Safety of Children and Young People (Elective)
	3
	30
	16

	37. 
	Cyberculture in the 21st Century / Legal Framework of Open-Source and Covert Intelligence (Elective)
	3
	30
	16

	38. 
	Countering Disinformation on the Internet
	3
	30
	16

	39. 
	Internet Exploration Techniques
	3
	30
	16

	40. 
	Information Security in Business Transactions / Information Security in Government Administration (Elective)
	3
	30
	16

	41. 
	Social Project
	5
	30
	16

	42. 
	Internship
	28
	720
	720

	Total
	114
	1599
	1200

	3. Computing education

	43. 
	Introduction to Programming
	5
	75
	40

	44. 
	Computer Systems Architecture
	5
	60
	32

	45. 
	Network Technologies
	4
	60
	32

	46. 
	Operating Systems
	4
	60
	32

	Total
	18
	255
	136

	
	
	

	
	Total for the entire course of studies
	180
	2362
	1612






	4. Optional (non-compulsory) general education modules *

	Module I

	No.
	Course title
	ECTS
	Total teaching hours

	
	
	
	Full-time studies
	Part-time studies

	1. 
	Foreign Language for Specific Purposes I
	3
	30
	16

	2. 
	Cultural Heritage of Europe
	3
	30
	16

	3. 
	Practical Language (Vocabulary and Reading) (Elective)
	5
	60
	32

	4. 
	Practical Language (Practical Grammar) (Elective)
	5
	60
	32

	5. 
	Practical Language (Speaking) (Elective)
	5
	60
	32

	6. 
	Practical Language (Writing and Style) (Elective)
	5
	60
	32

	7. 
	Practical Language (Integrated Skills) (Elective)
	4
	30
	16

	Total
	30
	330
	176

	Module II

	No.
	Course title
	ECTS
	Total teaching hours

	
	
	
	Full-time studies
	Part-time studies

	1. 
	Foreign Language for Specific Purposes II
	3
	30
	16

	2. 
	Cultural Heritage of Poland
	3
	30
	16

	3. 
	Practical Language (Vocabulary and Reading) (Elective)
	5
	60
	32

	4. 
	Practical Language (Practical Grammar) (Elective)
	5
	60
	32

	5. 
	Practical Language (Speaking) (Elective)
	5
	60
	32

	6. 
	Practical Language (Writing and Style) (Elective)
	5
	60
	32

	7. 
	Practical Language (Integrated Skills) (Elective)
	4
	30
	16

	Total
	30
	330
	176


* Cultural and language education classes delivered as part of a preparatory semester or year (the so-called foundation programme), intended in particular for foreigners or persons with insufficient competence in the language in which the study programme is delivered.

	5. Optional (non-compulsory) additional education classes –
freely chosen classes delivered in English **

	Semester I

	No.
	Course title
	ECTS
	Total teaching hours

	
	
	
	Full-time studies
	Part-time studies

	1. 
	Additional optional course(s), from 1 to 3
	max. 9
	max. 90
	---

	Semester II

	No.
	Course title
	ECTS
	Total teaching hours

	
	
	
	Full-time studies
	Part-time studies

	1. 
	Additional optional course(s), from 1 to 3
	max. 9
	max. 90
	---

	Total
	max. 18
	max. 180
	---


** Optional additional freely chosen classes delivered in English are intended for first-year full-time first-cycle or long-cycle Master's students. A student may complete from one to three courses per semester. The list of courses is announced at the beginning of the academic year.

Courses or groups of courses developing practical skills

	Course title or group of courses
	Form(s) of classes
	Total number of hours
	Number of ECTS credits

	
	
	Full-time studies
	Part-time studies
	

	Foreign Language (Elective)
	Language Class
	120
	64
	9

	Jurisprudence
	Class
	30
	16
	2.5

	State Cybersecurity Policy
	Class
	30
	16
	3

	Crisis Management
	Class
	15
	8
	1.3

	Metropolitan and Community Security
	Tutorial
	30
	16
	3

	Information Security Management
	Tutorial
	30
	16
	3

	Countering Disinformation on the Internet
	Tutorial
	30
	16
	3

	Introduction to Programming
	Laboratory Class
	45
	24
	3

	Information Engineering in the Public Sphere
	Tutorial
	30
	16
	3

	Information and Hybrid Warfare / Geoinformation and Geolocation (Elective)
	Tutorial
	30
	16
	3

	Risk Management in Politics / IT Risk Management (Elective)
	Tutorial
	30
	16
	3

	Systems and Technologies in Cybersecurity
	Laboratory Class
	30
	16
	2.7

	Computer Systems Architecture
	Laboratory Class
	30
	16
	2.5

	Elements of Cryptography
	Class
	30
	16
	2

	Criminal Behaviour in Cyberspace
	Tutorial
	30
	16
	2

	Security Audit of ICT Networks
	Class
	30
	16
	2

	Network Technologies
	Laboratory Class
	30
	16
	2

	Operating Systems
	Laboratory Class
	30
	16
	2

	Project Preparation Methodology
	Tutorial
	30
	16
	3

	Cybersecurity in the Public Sector / Cybersecurity in International Organisations (Elective)
	Tutorial
	30
	16
	3

	Crime on the Internet / Online Safety of Children and Young People (Elective)
	Tutorial
	30
	16
	3

	Internet Exploration Techniques
	Laboratory Class
	30
	16
	3

	Information Security in Business Transactions / Information Security in Government Administration (Elective)
	Tutorial
	30
	16
	3

	Social Project
	Tutorial
	30
	16
	5

	Internship (Elective)
	Internship
	720
	720
	28

	Total
	1545
	1160
	100.7





Elective courses or groups of courses

	Course title or group of courses
	Form(s) of classes
	Total number of hours
	Number of ECTS credits

	
	
	Full-time studies
	Part-time studies
	

	Foreign Language
	Language Class
	120
	64
	9

	State Cybersecurity Policy / Security Issues of the Information Society
	Tutorial
	30
	16
	3

	Risk Management in Politics / IT Risk Management
	Tutorial
	30
	16
	3

	Crime on the Internet / Online Safety of Children and Young People
	Tutorial
	30
	16
	3

	Cybersecurity in the Public Sector / Cybersecurity in International Organisations
	Tutorial
	30
	16
	3

	Information and Hybrid Warfare / Geoinformation and Geolocation
	Tutorial
	30
	16
	3

	Cyberculture in the 21st Century / Legal Framework of Open-Source and Covert Intelligence
	Lecture
	30
	16
	3

	Information Security in Business Transactions / Information Security in Government Administration
	Tutorial
	30
	16
	3

	Internship
	Internship
	720
	720
	28

	 
	Total
	1050
	896
	58





Learning outcomes

The learning outcomes take into account the universal first-degree characteristics for levels 6–7 specified in the Act of 22 December 2015 on the Integrated Qualifications System (Journal of Laws of 2016, items 64 and 1010), as well as the second-degree characteristics specified in the Regulation of the Minister of Science and Higher Education of 14 November 2018 on the second-degree characteristics of learning outcomes for qualifications at levels 6–8 of the Polish Qualifications Framework, together with characteristics relating to engineering competences.
A graduate of the first-cycle programme in Cybersecurity obtains a full qualification at level 6 of the Polish Qualifications Framework.

	Category of learning outcome characteristics
	Programme learning outcome symbols
	Upon completion of the first-cycle programme in
CYBERSECURITY
the graduate:
	Reference to

	
	
	
	universal first-degree characteristics of the PQF

	second-degree characteristics of the PQF


	IN THE FIELD OF KNOWLEDGE

	KNOWLEDGE 
- scope and depth
	

	
	CYB_WG01
	Has advanced knowledge and understanding of the nature, place and role of contemporary social science disciplines, including security studies and political science and public administration, the interrelationships between them, and their practical applications.
	P6U_W
	P6S_WG

	
	[bookmark: _Hlk202918870]CYB_WG02
	Has advanced knowledge of various types of social structures and institutions (cultural, political, legal and economic) and their essential elements, including those connected with the digital security system.
	P6U_W
	P6S_WG

	
	[bookmark: _Hlk202519985]CYB_WG03
	Has advanced fundamental knowledge of the relationships between social and political structures and institutions at national, international and intercultural levels.
	P6U_W
	P6S_WG

	
	CYB_WG04
	Has advanced knowledge and understanding of the types of social bonds and the patterns governing them, including the importance of communication through digital technologies.
	P6U_W
	P6S_WG

	
	[bookmark: _Hlk202918889]CYB_WG05
	Has advanced knowledge, in the Polish, European and global dimensions, of the state, power, politics, administration and law, including the principles governing the political system.
	P6U_W
	P6S_WG

	
	[bookmark: _Hlk202519881]CYB_WG06
	Has advanced knowledge of methods and tools, including data acquisition techniques, enabling the description of various structures and institutions, as well as processes taking place within and between them.
	P6U_W
	P6S_WG

	
	[bookmark: _Hlk202918910]CYB_WG07
	Has advanced knowledge of the legal, organisational, moral and ethical norms and rules organising social, economic and political structures and institutions, as well as the regularities governing them and their sources, nature, changes and modes of operation, with particular regard to norms, rules and institutions within security structures.
	P6U_W
	P6S_WG

	
	[bookmark: _Hlk202918929]CYB_WG08
	Has advanced knowledge of the processes of change affecting social, economic and political structures and institutions and their elements, including the causes, course, scale and consequences of such changes.
	P6U_W
	P6S_WG

	
	CYB_WG09
	Has advanced knowledge of views concerning the structures of social, economic and political institutions, the types of social bonds, and their historical evolution.
	P6U_W
	P6S_WG

	
	[bookmark: _Hlk202918952]CYB_WG10
	Knows and understands the directions of development and the competences of members of the information society, and is familiar with its cultural and communication codes.
	P6U_W
	P6S_WG

	
	CYB_WG11
	Knows and understands the importance of information as a multidisciplinary cultural key to contemporary society and its significance in social and economic processes.
	P6U_W
	P6S_WG

	KNOWLEDGE 
- context
	

	
	[bookmark: _Hlk202918972]CYB_WK01
	Knows and understands the mechanisms of governance and political decision-making, including those affecting security and the proper use of new digital technologies.
	P6U_W
	P6S_WK

	
	CYB_WK02
	Knows the fundamental principles of intellectual property asset management and the basic concepts and principles of industrial property protection and copyright law.
	P6U_W
	P6S_WK

	
	CYB_WK03
	Has structured and in-depth specialist knowledge in the field of study, covering both theory and its practical applications.
	P6U_W
	P6S_WK

	
	CYB_WK04
	Knows and understands the ethical and moral principles applicable in professional activities and practice, including the professional code of ethics of a political scientist and a cybersecurity expert.
	P6U_W
	P6S_WK

	
	CYB_WK05
	Knows the basic principles of creating and developing various forms of entrepreneurship and understands the social determinants of these processes, including the emergence of initiatives in the area of digital technologies.
	P6U_W
	P6S_WK

	
	[bookmark: _Hlk202918996]CYB_WK06
	Understands the diverse economic, legal, social and ethical determinants of performing a professional role in cybersecurity.
	P6U_W
	P6S_WK

	IN THE FIELD OF SKILLS

	SKILLS
– use of knowledge
	

	
	[bookmark: _Hlk202520049]CYB_UW01
	Can correctly apply acquired knowledge in professional practice and interpret atypical problems and social phenomena from the disciplines relevant to the field of study.
	P6U_U
	P6S_UW

	[bookmark: _Hlk202919031]
	CYB_UW02
	Can obtain information for analysing socio-political processes and phenomena in professional activity, particularly those related to security and cybersecurity.
	P6U_U
	P6S_UW

	
	CYB_UW03
	Can use acquired knowledge to resolve atypical dilemmas arising in professional practice.
	P6U_U
	P6S_UW

	
	[bookmark: _Hlk202520075]CYB_UW04
	Can analyse proposed and non-standard solutions to specific problems and propose appropriate resolutions.
	P6U_U
	P6S_UW

	
	CYB_UW05
	Can read and interpret data for social research in the fields of social sciences and information technology.
	P6U_U
	P6S_UW

	
	[bookmark: _Hlk202520102]CYB_UW06
	Has the practical ability to use information and communication technologies relevant to the field of study.
	P6U_U
	P6S_UW

	SKILLS – communication
	

	
	CYB_UK01
	Can use a selected foreign language at least at B2 level of the Common European Framework of Reference for Languages.
	P6U_U
	P6S_UK

	
	CYB_UK02
	Uses specialist terminology in practice, also in a foreign language, in the field of security and cybersecurity.
	P6U_U
	P6S_UK

	
	CYB_UK03
	Can prepare communications, expert opinions, reports and other forms of written output based on analytical work carried out within the studied discipline.
	P6U_U
	P6S_UK

	
	CYB_UK04
	Has the competence to critically analyse source materials and can communicate their position and views in an appropriate form.
	P6U_U
	P6S_UK

	
	[bookmark: _Hlk202520146]CYB_UK05
	Possesses an appropriate set of competences enabling an understanding of IT processes and their proper description.
	P6U_U
	P6S_UK




	SKILLS – organisation of work
	

	
	[bookmark: _Hlk202520176]CYB_UO01
	Can work in interdisciplinary teams and use fundamental knowledge to analyse specific processes and phenomena within contemporary technological processes and the digitalisation of public and social life.
	P6U_U
	P6S_UO

	
	CYB_UO02
	Can cooperate with others in teamwork, in particular in teams designing diagnostic and support procedures in various cybersecurity applications.
	P6U_U
	P6S_UO

	SKILLS – learning
	

	
	CYB_UU01
	Can independently use diverse sources of information, including in a foreign language, necessary for the practical application of selected theories and concepts, mainly in the analysis of phenomena and processes concerning contemporary cybersecurity issues.
	P6U_U
	P6S_UU

	IN THE FIELD OF SOCIAL COMPETENCES

	COMPETENCES – evaluation – critical approach
	

	
	CYB_KK01
	Is ready to critically assess the reliability of various sources and received content, in particular to differentiate content of varying degrees of professional certainty; is also able to responsibly assess the limits of their professional competences and understands the need to seek the opinions of other experts when faced with difficulties in independently solving professional problems.
	P6U_K
	P6S_KK

	[bookmark: _Hlk202919126]
	[bookmark: _Hlk202520213]CYB_KK02
	Is ready to recognise the importance of knowledge in solving practical problems arising in the work of an expert in digital security.
	P6U_K
	P6S_KK

	
	CYB_KK03
	Is aware of the need to participate actively in projects describing and analysing the key determinants of contemporary political and social relations, with particular emphasis on the digitalisation of present-day social relations.
	P6U_K
	P6S_KK

	COMPETENCES – responsibility
	

	[bookmark: _Hlk202919151]
	CYB_KO01
	Demonstrates a high degree of responsibility for fulfilling social obligations arising from professional activity and is ready to co-organise, supplement and improve acquired knowledge in the field of obtaining data necessary for the description and analysis of national and international reality.
	P6U_K
	P6S_KO

	
	CYB_KO02
	Initiates activities in the public interest in the field of digital security and can appropriately construct a list of priorities in order to optimally carry out own or assigned tasks concerning political, social and security matters at national and international level.
	P6U_K
	P6S_KO

	
	CYB_KO03
	Is ready to support others through advice or other forms of assistance in undertaking and developing entrepreneurial activity in the era of the digitalisation of social life.
	P6U_K
	P6S_KO

	COMPETENCES – professional role
	

	[bookmark: _Hlk202919179]
	CYB_KR01
	Is aware of the seriousness of the consequences of their professional actions for social groups and therefore demonstrates a high degree of responsibility for the effects and consequences of their professional conduct, including opinions and decisions issued, as well as public statements.
	P6U_K
	P6S_KR

	
	CYB_KR02
	Is aware that a profession performed in the field of cybersecurity is a profession of public trust and therefore observes the principles of professional ethics through a responsible commitment, in both professional and personal life, to high standards.
	P6U_K
	P6S_KR

	
	CYB_KR03
	Values the existing achievements in the field of new technologies and their security, and shows creativity and initiative in future activity in this area.
	P6U_K
	P6S_KR




[bookmark: _Hlk226452671]Explanation of symbols:
	CYB
	- field of study: "Cybersecurity"

	WG
	- category of learning outcomes: "knowledge" – "scope and depth"

	WK
	- category of learning outcomes: "knowledge" – "context"

	UK
	- category of learning outcomes: "skills" – "communication"

	UO
	- category of learning outcomes: "skills" – "organisation of work"

	UU
	- category of learning outcomes: "skills" – "learning"

	UW
	- category of learning outcomes: "skills" – "application of knowledge"

	KK
	- category of learning outcomes: "social competences" – "critical approach"

	KO
	- category of learning outcomes: "social competences" – "responsibility"

	KR
	- category of learning outcomes: "social competences" – "professional role"

	01 and subsequent
	- numbers of learning outcomes



Courses or groups of courses, regardless of the form in which they are delivered, together with the learning outcomes and programme content assigned to them, ensuring the achievement of those outcomes and the number of ECTS credits
	1. GENERAL EDUCATION

	
	

	Programme learning outcome symbols
	Health and Safety
	ECTS: 0

	CYB_WK04
CYB_WK03
CYB_UW04
CYB_KR01
	Definition and essence of occupational health and safety. Basic legal acts in the field of health and safety (Labour Code, Regulation on health and safety at universities, Fire Protection Act, Regulation on general health and safety provisions, Regulation on health and safety training, Regulation on technical conditions to be met by buildings and their location). Institutions supervising compliance with health and safety regulations. Duties and powers of the Rector with regard to compliance with health and safety rules at the university. General health and safety rules applicable on university premises. General rules concerning buildings, rooms, machinery and equipment, and the requirements they must meet. Rules for equipping buildings/rooms with fire-fighting equipment and first-aid kits. Rules for moving around communication routes. Definition of harmful factors and actions mitigating their effects. Accident hazards and types of accidents. Causes of accidents. Basic principles of fire protection. Legal acts concerning fire protection. Prevention of fire hazards. Rules of conduct in the event of a fire hazard. Rules for using fire-fighting equipment. Types of fire extinguishers. Evacuation procedures. Evacuation signs used. Safety signs used in fire protection. Procedure in the event of an accident. Regulations governing the obligation to provide first aid to an injured person. Basic resuscitation procedures. Recovery position. Dressing wounds, fractures, dislocations and burns. Procedure in the event of electric shock. Procedure in the event of poisoning.

	
	

	Programme learning outcome symbols
	Academic Skills
	ECTS: 1

	CYB_WG06
CYB_UW01
CYB_UU01
CYB_UW06
CYB_UO02
CYB_UW02
CYB_KK01
CYB_KK02
	Academic values. Distinguishing science from pseudoscience. Objectivity, scepticism, the pursuit of truth, openness to new information, striving to acquire competences, and conscientiousness. Protection of intellectual and industrial value, impartial and unmanipulated presentation of data. Identifying a problem. Presentation of specific examples of problems. Searching for an issue that is important for the student, one that arouses interest and a need to act. Presenting a description of the problem. Reasoning. Rational and intuitive thinking. Errors and distortions of rational thinking, logical fallacies. Inference. Communication. Style of academic writing. Structure of different types of academic texts. Presenting and assessing the arguments of both sides in an academic dispute. Analysis of a problem discussion.

	
	

	Programme learning outcome symbols
	Introduction to Philosophy
	ECTS: 5

	CYB_WG02
CYB_WG07
CYB_WK06
CYB_UW01
CYB_KK01
CYB_KK02
	Philosophy as reflection and knowledge about the world. The structure of philosophy. Philosophical method. The aims of philosophy. Types of human knowledge. Philosophy and science. Disputes about the nature of reality (the question of arche, the dispute over substance: monism, dualism, pluralism, and the dispute over the existence of the world: realism versus idealism). Great ontological and metaphysical systems (Plato, Aristotle, St Augustine, St Thomas Aquinas, Descartes, Kant and Hegel). The dispute over the sources of knowledge: genetic rationalism (nativism), genetic empiricism, rationalism versus irrationalism. The dispute over the method of cognition (apriorism and aposteriorism). The dispute over the object and limits of cognition (realism, scepticism, agnosticism). Selected concepts of truth: the classical Aristotelian concept of truth and non-classical theories of truth. The problem of the absoluteness and relativity of truth. Philosophical anthropology: the psychophysical problem, anthropological dualism (Plato, Descartes), Aristotle's hylomorphism, Christian concepts of the human person, and the existentialist vision of the human being. Main currents of contemporary philosophy (positivism and neo-positivism, existentialism, dialogical philosophy, personalism, pragmatism and postmodernism). Fundamental questions in axiology (the dispute over the existence of values, axiological order, cognition of values). Trends and schools in ethics. Descriptive and normative ethics. Questions of the meaning and purpose of life. Social philosophy. Basic social values: justice, equality and freedom. Visions of the good state. Selected issues in aesthetics (beauty as an idea, the subjectivisation and individualisation of beauty in the light of the critique of taste, aesthetic experience, the beauty of nature). Philosophy of language (language as a medium and as an object of cognition, the nature of meaning, language use, understanding language, and the relation between language and reality). The dispute over universals. Translation and interpretation. Cognition and understanding. Oxford-style debate on philosophical theses.

	
	

	Programme learning outcome symbols
	Foundations of Social Communication
	ECTS: 4

	CYB_WG02
CYB_WG04
CYB_WG06
CYB_WK03
CYB_UW02
CYB_UW04
CYB_UK04
CYB_UW01
CYB_KO03
CYB_KR03
CYB_KK02
CYB_KO01
	Social communication – definitions, models and research traditions. Interpersonal communication – theories devoted to interpersonal messages, building and maintaining relationships, and exerting influence. Public and group communication – theories devoted to group, public and organisational communication. Mass communication – theories devoted to culture and media and media effects. Intercultural communication – theories devoted to intercultural contacts and adaptation processes. Integration of communication theories.

	
	

	Programme learning outcome symbols
	Intellectual Property
	ECTS: 5

	CYB_WG06 CYB_WG10  CYB_WK02  CYB_WK04  CYB_UW02  CYB_UU01  CYB_KO02
	Introduction to the concept of intellectual property: scope, classification, and its social and economic significance. Copyright: moral rights and economic rights, duration of protection, fields of exploitation. Permitted educational and private use – where the boundaries of lawful use lie. Plagiarism, self-plagiarism and academic integrity – ethical and legal standards. Industrial property: inventions, trade marks, industrial designs, know-how. The digital working and creative environment: open educational resources, AI and the law, data protection

	
	

	Programme learning outcome symbols
	Sports and Recreation
	ECTS: 0

	CYB_WK04
CYB_UO01
CYB_UO02
CYB_KR01
	Rules for safe participation in sports and recreation classes. Health-oriented training. Forms of physical activity performed to music – aerobics, TBC and yoga. Body-shaping exercises using fitness equipment. Team sports – football. Aerobic classes. Types of aerobic classes. Aerobic training and its functions. Learning and demonstration of exercise techniques. Team sports – volleyball. Table tennis – learning and improving the execution of basic technical elements. Elements of ballroom dance. Samba, cha-cha, rumba, salsa, jive, disco samba, rock and roll, English waltz, tango, Viennese waltz, slow fox and quickstep. Corrective and compensatory classes supported by relaxation exercises. Team sports – basketball. Team sports – handball. Badminton – learning and improving basic technical elements. Futsal – learning and improving playing technique. Developing physical fitness and technical skills through games and general development exercises.

	
	

	Programme learning outcome symbols
	Foreign Language (English)
	ECTS: 9

	CYB_WG06
CYB_WG06
CYB_WK03
CYB_UK01
CYB_UK02
CYB_UK01
CYB_UK02
CYB_UK03
CYB_UU01
CYB_KR03
CYB_KR01
	Semester I. Adjectives describing a person's appearance, personality and behaviour. Structure and use of present tenses: Present Simple. The natural environment and nature protection – vocabulary. Structure and use of present tenses: Present Continuous. Health and the human body – vocabulary. Contrastive use of present tenses: Present Simple vs Present Continuous. Tourism, travel and holidays – vocabulary. Structure and use of present tenses: Present Perfect Simple and Continuous (result vs action). Human free time: hobbies, sport, recreation – vocabulary. Contrastive, comprehensive use of all present tenses in English.
Semester II. Hotel stay – problems and their solutions – vocabulary. Structure and use of past tenses: Past Simple – regular and irregular verbs. Countries of the world – vocabulary. Structure and use of past tenses: Past Continuous. Trade, business and business communication – vocabulary. Contrastive use of past tenses: Past Simple vs Past Continuous. Political systems – vocabulary. Structure and use of past tenses: Past Perfect. Fashion and clothing – vocabulary. Contrastive, comprehensive use of all past tenses in English.
Semester III. Anatomy of the body – vocabulary.
Structure and use of future tenses: Future Simple – will + infinitive. Conflicts – vocabulary. Structure and use of future tenses: the expression 'going to' – plans and predicting the future. Sport – vocabulary. Structure and use of future tenses: arranged future – Present Continuous for future. Life in the countryside and in the city – vocabulary. Contrastive use of future tenses: will + infinitive, going to, Present Continuous for future. Local government – vocabulary. Contrastive, comprehensive use of all future tenses in English (including Future Continuous, Future Perfect and descriptive forms).
Semester IV. International institutions – vocabulary. Complex sentences – structure and use – comprehensive use of conjunctions. Law and tax systems – vocabulary. Phrasal verbs – separable and inseparable. Diplomacy – vocabulary. Modal verbs – their functions and forms. Analysis and translation of specialist texts in political science and administration. Reported speech in English – rules for forming and using it. Presentation of a selected topic in political science and administration in English – oral statement. Comprehensive use of nouns, adjectives and adverbs in various sentence types, taking into account all English tenses (present, past, future).

	
	

	Programme learning outcome symbols
	Foreign Language (German)
	ECTS: 9

	CYB_WG06
CYB_WG06
CYB_WK03
CYB_UK01
CYB_UK02
CYB_UK01
CYB_UK02
CYB_UU01
CYB_KR03
CYB_KR01
	Semester I. Adjectives describing a person's appearance, personality and behaviour. Definite and indefinite articles – declension by cases. The natural environment and nature protection – vocabulary. Personal pronouns – declension by cases. Health and the human body – vocabulary. German noun – declension by cases: Nominativ, Genitiv, Dativ, Akkusativ. Tourism, travel and holidays – vocabulary. Modal verbs, haben and sein – inflection and use. Human free time: hobbies, sport, recreation – vocabulary. German prepositions with the Dativ and Akkusativ.
Semester II. Hotel stay – problems and their solutions – vocabulary. Perfekt tense with haben and sein – weak and strong verbs. Countries of the world – vocabulary. Praeteritum tense – verb inflection. Trade, business and business communication – vocabulary. German verbs governing the Dativ and Akkusativ cases. Political systems – vocabulary. Subordinate clauses. Fashion and clothing – vocabulary. The imperative in German.
Semester III. Anatomy of the body – vocabulary. Object and purpose subordinate clauses (with dass and damit). Conflicts – vocabulary. Comparison of German adjectives. Sport – vocabulary. Conditional and causal subordinate clauses (with wenn and weil). Laboratory and laboratory equipment – vocabulary. Reflexive verbs in the Dativ and Akkusativ. Local government – vocabulary. Temporal and concessive subordinate clauses (with wenn, waehrend, obwohl).
Semester IV. International institutions – vocabulary. Pronouns and relative clauses. Law and tax systems – vocabulary. Conditional mood of weak and strong verbs – Konjunktiv II. Diplomacy – vocabulary. Passive voice – Passiv – all tenses. Analysis and translation of specialist texts in political science and administration. Pluperfect tense – Plusquamperfekt. Presentation of a selected topic in political science and administration in English – oral statement. Future tense – Futur I and II.

	
	

	Programme learning outcome symbols
	Research Methodology
	ECTS: 4

	CYB_WK03
CYB_WG06
CYB_WK03
CYB_WG07
CYB_WG08
CYB_UW05
CYB_UK01
CYB_UO01
CYB_UW06
CYB_UK02
CYB_KK01
CYB_KR01
CYB_KO01
CYB_KO02
CYB_KO03
CYB_KR02
CYB_KR03
	Foundations of the social sciences – an introduction to the principles of the field, with an explanation of the basic concepts and categories. The dialectics of social research – selected contrasts (induction, deduction, idiographic and nomothetic explanation). Paradigms in the social sciences. The traditional model of science – its principles and assumptions. Inductive and deductive theory – explanation, theory, examples and structure. The concept and category of causality in social research. The structure of the research process – research design, operationalisation, conceptualisation and measurement. Types of observation – experiment and survey research. Qualitative data analysis – identifying patterns and processing data. Foundations of quantitative analysis. Ethics and politics in social research – the social context of research.

	
	

	Programme learning outcome symbols
	Jurisprudence
	ECTS: 5

	CYB_WG05
CYB_WG07
CYB_WG08
CYB_WK03
CYB_UW02
CYB_UK03
CYB_UU01
CYB_UW01
CYB_UK04
CYB_KK03
CYB_KK02
CYB_KO02
CYB_KR01
CYB_KR02
	Characteristics of jurisprudence – fundamental issues of law and jurisprudence: jurisprudence as a science; the concept of law and its functions; a general overview of jurisprudence; fields and research methods of jurisprudence; law as a subject of study. Law and public authority in the state. Fundamental issues in law-making and law application: law and other regulators of behaviour – features of the principal social norms; main lines of dispute about law; the significance of social communication in legal practice. Law in its formal, axiological and real dimensions. Legal provisions and legal norms – basic elements of law: the structure of a legal norm; legal provisions; legal principles; legal language and lawyers’ language. Law-making: forms of creating law; stages of applying law; normative acts; legislative procedure; rules of legislative technique; sources of law. Basic concepts connected with interpretation and inference: elements of argumentation theory; theories of legal interpretation; validation, derivational and clarificatory concepts; interpretative rules; types of interpretation according to the body performing it; rules of legal inference; legal topoi. Legal relationship: legal facts, their types and qualification; subject, content and object of the legal relationship. Validity of law and compliance with law in sociological, axiological and formal (positivist) perspectives. Legal liability. The legal system and its characteristics. Application of law: models of law application; the process of law application; modes of resolving disputes and conflicts. The specifics of the lawyer’s professional workshop: functioning in diverse legal systems and a multicultural environment; activity between the individual and society in the rule-of-law state; beyond knowledge, practical skills and multidimensional qualifications are necessary; acquisition of communication competences; legal professions – the lawyers of the future.

	
	

	Programme learning outcome symbols
	Public Administration
	ECTS: 3

	CYB_WG03
CYB_WG04
CYB_WG02
CYB_WG02
CYB_WK03
CYB_UW01
CYB_UW04
CYB_UU01
CYB_KK02
CYB_KO02
	The essence, origins and evolution of public administration. Functions of public administration. Territorial division. The Council of Ministers of the Republic of Poland. The civil service and administrative personnel. The democratic state governed by the rule of law. Bureaucracy. Sources of administrative law. Supervision and control of administration. Administration and politics.

	
	

	Programme learning outcome symbols
	Project Management
	ECTS: 3

	CYB_WG07
CYB_WK03
CYB_WK05
CYB_WG06
CYB_UW02
CYB_UW04
CYB_UO01
CYB_UO02
CYB_KK02
CYB_KK01
	Basic concepts: project, project portfolio, programme, project scope, project stakeholders, typical project problems, and projects in different types of organisations. Project management processes: project initiation, planning, execution, control and closure processes. Project management areas: integration management, scope management, time management, cost management, quality management, human resource management, communication management, risk management and procurement management. Methods, techniques and tools of project management: project life-cycle management, the logical framework matrix (matrix structure, vertical and horizontal logic), the analysis stage (stakeholders, strategy, objectives, problems) and the planning stage; PMBOK methodology (process groups and knowledge areas), TenStep project management methodology, Scrum, Adaptive Project Management (APD), PRINCE2 methodology (components, project techniques), project organisational structure and work breakdown structure, network methods (PDM, PERT), critical path method (CPM), cost estimation methods, qualitative and quantitative risk analysis, risk registers, risk metrics, project reserves, communication channels and plans, and project documentation management. Critical project success factors, causes of project failure, and prevention of failure. Building the project team: project team structures, communication within the project team, team-role concepts, project manager competences, and cooperation within the project team. Project monitoring and evaluation: reporting systems and electronic databases.

	
	

	Programme learning outcome symbols
	Foundations of Sociology
	ECTS: 5

	CYB_WG08
CYB_WK03
CYB_WG07
CYB_WG04
CYB_WG09
CYB_UW04
CYB_UW03
CYB_UU01
CYB_KK02
CYB_KO01
	The emergence of sociology. The social group. Social capital and the dilemmas of competition in social life. Social order. Social identity. Social roles. The concept of socialisation. Social differentiation: stratification and social classes; social culture. Social differentiation: anthropology and gender. Social differentiation: poverty, exclusion and social marginalisation. Civil society. Political culture. Social control. The family.

	
	

	Programme learning outcome symbols
	Foundations of Economics
	ECTS: 5

	CYB_WG02
CYB_WG07
CYB_WG08
CYB_WG09
CYB_UW01
CYB_UW02
CYB_KK02
CYB_KK01

	Characteristics of the specificity of economics as a discipline – analysis of its most important features, the language of economics, methods of obtaining source data, economic categories, and modelling
Characteristics of contemporary directions in the development of economics (historical outline)
Analysis of the research process in economics (subject matter of economics, knowledge-creation scheme, research methods)
Characteristics of economic actors.
Course content:
Directions of development of economics as a science. The research process in economics – the process of reasoning in economics, research methods in economics, explanation and forecasting in economics. The specificity of economics
The internal division of economics and economic sub-disciplines
Mainstream and non-mainstream economics
Population theories
The problem of poverty and occupational exclusion, as well as labour-market participation and unemployment
Economic growth and development
Inflation and deflation. 

	2. MAJOR-SPECIFIC EDUCATION

	
	

	Programme learning outcome symbols
	Introduction to the study of the state and law.
	ECTS: 5

	CYB_WG05
CYB_WG07
CYB_WK01
CYB_UW03
CYB_UW04
CYB_KK01
CYB_KK02
CYB_KO03
	The concept of the state. Origins of the state. Typological characteristics of the state. The state as a social organisation. Public authority. Territory. Population. The concept of the nation and society. The state as a political and hierarchical organisation. The state as a sovereign organisation. The coercive nature of the state. The state apparatus. Principles of the constitutional system of the state. State sovereignty. The form of the state and the form of government. Functions of the state. The legal structure of the state. Political regime. Electoral system. The concept and functions of law. Sources of law. Law as a political phenomenon. The legal system and its creation. Validity of law.

	
	

	
	

	Programme learning outcome symbols
	Introduction to Security Studies
	ECTS: 3

	CYB_WG02
CYB_WG03
CYB_WG08
CYB_WG11
CYB_WK01
CYB_WG10
CYB_UK05
CYB_UW01
CYB_UO01
CYB_UO02
CYB_UU01
CYB_KK01
CYB_KK02
CYB_KO01
CYB_KO02
CYB_KR01
CYB_KR02
	The course covers the theory of national security, the multidimensional nature of its determinants, and the sectors and criteria used to distinguish it. It includes issues enabling the recognition and identification of opportunities, challenges and threats to national security, as well as the identification of methods aimed at ensuring it.
Teaching content:
Terminology of security studies
Security as a need, a value, and a right of individuals and social groups
Psychological aspects of security
Opportunities, challenges and threats to security
The subjective dimension of security
The objective dimension of security
State security
The subjective and objective nature of security
Factors shaping the perception of security threats
The individual in the face of security threats
Traditional and contemporary understandings of security
Levels of security analysis
Sectors of political, military and economic security
Sectors of cultural-identity, environmental and general security

	
	

	Programme learning outcome symbols
	Security Issues of the Information Society
	ECTS: 3

	CYB_WG02
CYB_WG04
CYB_WG06
CYB_UK05
CYB_UK04
CYB_UW02
CYB_UW06
CYB_UO01
CYB_UO02
CYB_KR02
CYB_KR03
CYB_KK01
CYB_KO03
	The information society. Contemporary needs of social communication in the field of protecting classified information. Intercultural communication in the field of classified information. Basics of organising the protection of classified information. Social groups and personal security – security problems of the information society. Social communication in the field of ICT security – security problems of the information society. Social communication in the field of industrial security – security problems of the information society. Organisation of contemporary social communication – disinformation.

	
	

	Programme learning outcome symbols
	Introduction to Cybersecurity
	ECTS: 5

	CYB_WG11
CYB_WG08
CYB_WG06
CYB_WK01
CYB_WK03
CYB_WG10
CYB_UW01
CYB_UW04
CYB_UO01
CYB_UW02
CYB_KK02
CYB_KK01
CYB_KR01
CYB_KR02
	Information and the information society. Introduction to networking issues. Cybersecurity strategies. Cyberwarfare – new forms of conflict. Instruments of conflict in cyberspace. Information security management. Crime in cyberspace. Security culture in cyberspace.

	
	

	Programme learning outcome symbols
	International Political Relations
	ECTS: 3

	CYB_WG01
CYB_WK03
CYB_WG02
CYB_WG03
CYB_WG05
CYB_WK03
CYB_UW01
CYB_UW02
CYB_UW03
CYB_UW04
CYB_UW06
CYB_UO01
CYB_UO02
CYB_UU02
CYB_KK01
CYB_KO01
CYB_KO02
CYB_KO03
CYB_KR01
CYB_KR02
CYB_KR03
	The place and significance of the discipline of international political relations. Factors influencing the structure of the international environment. The concept and evolution of the international community. Forms of international relations. Types of international ties. Functions of the science of international relations. Types and classification of actors in international relations. Foreign policy and diplomacy – significance, functions, and external and internal factors affecting the implementation of foreign policy. The role and features of embassies, consulates and missions. Diplomatic and non-diplomatic forms of pursuing political goals. Pathological forms of international political relations. Terrorism, wars and conflicts – types, classifications and characteristics. The concept and essence of regional cooperation. Origins, characteristics and functions. New and old regionalism. Global political problems – types, essence and characteristics. Ways of solving global problems in the international environment. Major prognostic concepts – Francis Fukuyama’s end of history and Samuel Huntington’s clash of civilisations. The concept of colonisation and neo-colonisation. Goals and functions. Origins, course and directions of colonisation. Impact on the global balance of power. The process and course of decolonisation. Social and political consequences.

	
	

	Programme learning outcome symbols
	Systems and Technologies in Cybersecurity
	ECTS: 4

	CYB_WG06; CYB_WG03, CYB_UW01, CYB_UW04, CYB_UW06, CYB_UK05, CYB_UO01, CYB_KK02
	Security technologies used in IT systems of public and private institutions. Elements of threat analysis and interpretation of data from security systems (SIEM, IDS, IAM). Course content: IT security systems: functions, classification, applications. SIEM and IDS – how they work and how to interpret data from these systems. Vulnerability scanning and gap analysis – OpenVAS and Nessus tools. Identity management and access control – IAM, MFA, SSO. Security in cloud and container environments (Docker, Kubernetes – introduction). Examples of incidents and responses to them – fundamentals of incident management. Cooperation between managers and IT teams – models of communication and responsibility.

	

	Programme learning outcome symbols
	State Cybersecurity Policy
	ECTS: 3

	CYB_WG08
CYB_WG06
CYB_WK01
CYB_WK03
CYB_WG10
CYB_UO01
CYB_UW02
CYB_KK02
CYB_KK01
CYB_KR02
	The concept of cybersecurity, cybercrime against the state and the concept of state security. Introduction to security issues in cyberspace. Key concepts in cybersecurity. The dynamics of cyber threats. Cyber threats and their impact on national and international systems of internal state security. Information warfare and cyber intelligence. Critical infrastructure security – the ICT dimension. The Cybersecurity Strategy of the Republic of Poland.

	

	Programme learning outcome symbols
	Crisis Management
	ECTS: 4

	CYB_WK03
CYB_WG08
CYB_WG05
CYB_WG06
CYB_WK05
CYB_UW01
CYB_UW02
CYB_UW04
CYB_UO01
CYB_UW03
CYB_UK03
CYB_KO02
CYB_KO03
CYB_KK02
	The contemporary scope of the concept of ‘management’ in the context of the evolving security environment. Subjective and objective perspectives. The concept and essence of a ‘crisis situation’ – its economic, social, political and cultural dimensions. Crisis situations in the private and public sectors – key distinctions resulting from the purpose and scale of activity. Universal principles and methods of crisis management strategy and management models. The concept of state strategic culture. Crisis management – conceptual level. Crisis management – operational level. Crisis management – technical and organisational level. Strategic communication and crisis situations. The use of cyberspace in crisis situations – HR and PR dimensions. Instruments and techniques of defensive and offensive action.

	
	

	Programme learning outcome symbols
	Information Security Management
	ECTS: 3

	CYB_WK03
CYB_WK04
CYB_WG03
CYB_WG06
CYB_WG07
CYB_UW01
CYB_UW02
CYB_UU01
CYB_UW04
CYB_KK01
CYB_KR01
CYB_KR02
CYB_KR03
	Organisation, standards and norms in information security management (the organisation of a Security Operations Centre, management versus information security management, application and implementation of ISO 27001, building enterprise value through the use of IT). Project management in information security (project management in information security management). Implementation of information security management solutions (motivating employees in times of change, incident management, change management, implementation of information security solutions). Risk in information security (risk management in IT projects, risk management in information security on the basis of ISO 27005). Technological aspects of information security (critical infrastructure security, cloud computing and information security, basic technical aspects of information security management, digital forensics, hardware and network security management, cryptography and security mechanisms). Good practice in information security – people and technology (the human factor and IT infrastructure, good practice in information security management, trust in IT systems). Legal determinants of information security (personal data protection under the GDPR, legal aspects of cyber security – protection of classified information, organised crime as a threat to information security, the black market in information security management). New challenges and monitoring effectiveness in information security management (new challenges related to information security, internal audit in the field of security, Business Continuity Planning (BCM), ROI in the area of security).

	
	

	Programme learning outcome symbols
	State Security Structures
	ECTS: 3

	CYB_WK03
CYB_WG02
CYB_UW02
CYB_UW03
CYB_UW04
CYB_UO01
CYB_KK02
CYB_KK01
CYB_KK03
	State security policy – internal and external dimensions, theoretical issues. Internal security of the Polish state in the political dimension – structures and decision-making processes. Structures within Poland’s security system (Police, Border Guard, State Protection Service, and other services authorised to use direct coercive measures). Special services – Internal Security Agency, Intelligence Agency, Central Anti-Corruption Bureau, Military Counterintelligence Service, Military Intelligence Service. Threats to Poland’s internal security: organised crime, corruption and financial offences, cybercrime, illegal immigration, among others. Poland’s security in the constitutional dimension: states of emergency in Poland – natural disaster, state of emergency, martial law. Poland’s security policy in the military dimension: the Polish Armed Forces, special forces, National Reserve Forces, Territorial Defence Forces. The essence of missions and operations of the Polish Armed Forces. Poland’s role in the European Union’s Common Security and Defence Policy and in NATO.

	
	

	Programme learning outcome symbols
	Contemporary Political Terrorism
	ECTS: 3

	CYB_WG03
CYB_WG07
CYB_WG06
CYB_UW03
CYB_UW04
CYB_UW01
CYB_UO01
CYB_KK01
CYB_KK02
CYB_KR01
	Contemporary terrorism – its nature, principal distinctions and classifications; the evolution and determinants of terrorist activity (geopolitical, ideological, religious and cultural); the psychology of terrorism – the process of becoming a terrorist and the internalisation of terrorism; psychological aspects of suicide terrorism; terrorism in the context of gender; ethno-national terrorism; socio-revolutionary terrorism; Islamic terrorism; state terrorism; concepts of the future of terrorism – the search for a new paradigm.

	
	

	Programme learning outcome symbols
	Internship
	ECTS: 28

	CYB_WK04
CYB_WG06
CYB_WK06
CYB_UW02
CYB_UW03
CYB_UW05
CYB_UW06
CYB_UO01
CYB_UO02
CYB_KO01
CYB_KK02
CYB_KK03
	Characteristics of the internship venue and familiarisation with the nature of the activities carried out by the organisation where the internship is undertaken. Familiarisation with the organisational structure, legal basis, working conditions and the characteristics of work specific to the organisation, with particular emphasis on the role of a cybersecurity specialist. Characteristics of the main departments operating within the organisation where the internship is undertaken. Familiarisation with and compliance with occupational health and safety regulations applicable at the positions where the internship is undertaken. Characteristics of the ways in which rules are implemented, and of the methods, working techniques and equipment used, including technical and technological equipment. Characteristics of the scope of activities performed within the organisation, especially at positions useful from the point of view of cybersecurity, such as work processes, managerial methods and principles of organising business activity. Familiarisation with the key documents necessary for the performance of tasks during the internship. Active participation in activities connected with the tasks performed during the internship. Active participation in management-related work. Discussion of changes occurring as a result of changes in the organisation’s environment. Preparation of reports and presentations specific to the tasks carried out in the organisation. Development of one’s own opinions and observations and discussion of proposed solutions to observed problems.

	
	

	Programme learning outcome symbols
	Information Engineering in the Public Sphere
	ECTS: 3

	CYB_WG03
CYB_WK03
CYB_WG10
CYB_WK01
CYB_UW05
CYB_UW04
CYB_UW02
CYB_UK04
CYB_KK02
CYB_KO01
CYB_KR01
	Information theory and information systems. Sources of data and information. Methods of data and information acquisition. Resources and infrastructure of information systems. Methods and technologies of information retrieval. Data and information modelling. Methods of data and information visualisation. Methods of data protection and ICT security. Methods of validation and valuation of information. Analysis of social, business and personal data. Information in crisis management and security. Cybersecurity, intelligence, business intelligence.

	
	

	Programme learning outcome symbols
	Information and Hybrid Warfare
	ECTS: 3

	CYB_WG10
CYB_WG11
CYB_WK03
CYB_WG08
CYB_UW02
CYB_UW01
CYB_UW06
CYB_UW04
CYB_UW05
CYB_KK02
CYB_KK01
CYB_KK03
	Asymmetric, informational and hybrid threats in the theory of international relations and in security studies. Subjects of international relations constituting a threat to information security. Globalisation processes and technological progress in relation to armed conflicts. Hybrid wars. International terrorism and cyberterrorism as examples of asymmetric threats. Disinformation as a form of political struggle. Its institutional dimension and its role in international relations. Contemporary information warfare / cognitive warfare and “hybrid” warfare. Propaganda in the media of non-democratic and democratic countries, as well as in international media. New media and disinformation. The conflict in Ukraine as an example of information warfare. The conflict in the Middle East as an example of information warfare. The media image of the leader in Latin America – selected examples.

	
	

	Programme learning outcome symbols
	Geoinformation and Geolocation
	ECTS: 3

	CYB_WK03
CYB_WG06
CYB_UW01
CYB_UW02
CYB_UW03
CYB_UW06
CYB_UW04
CYB_KO02
CYB_KR01
CYB_KO01
	Fundamentals of spatial information systems. Geolocation: systems, reference frameworks, accuracy. Global and local terrestrial reference systems, principles of transformation between reference systems, vertical systems and reference frameworks and their realisations. Cartographic modelling and geovisualisation. Algorithm – basic concepts, algorithms and data structures, the concept of an algorithm, criteria for algorithm analysis, correctness. CAD-type software – use, exchange and visualisation of information. Technologies for acquiring spatial data. Spatial analysis in vector and raster models. Geocoding: definition, reference data, the geocoding process, characteristics of possible errors and ways of correcting them, and areas of application of geocoding results. Remote sensing with elements of digital signal processing. Modelling of urban information and the investment process in BIM technology.

	
	

	[bookmark: _Hlk226454880]Programme learning outcome symbols
	Cyberculture in the 21st century
	ECTS: 3

	CYB_WG04
CYB_WG10
CYB_WK03
CYB_UW03
CYB_UW06
CYB_UW01
CYB_KK02
CYB_KO01
CYB_KK01
	Introduction to the concept of cyberculture. Presentation of the historical background of the phenomenon. Introduction of key concepts and definitions. Presentation and analysis of the fields of operation of cyberculture. The relationship between culture and technology (cyberculture and technoculture). Discussion of the challenges posed by the emergence of a new phenomenon in the form of cyberculture. The art of living in cyberculture – as a necessity to find balance in times of an oversupply of technology and information. Theoretical discussion of the idea of the network society. Presentation of the place of art in cyberspace and cyberculture – metamedia and post-media tendencies in cyber art. Trends in contemporary digital media art. Theory and practice of documenting and presenting digital media art. Discussion of the role of the archive in the digital space as well as network libraries, galleries and journals. The role of artists in the new reality – their new challenges and fields of activity. Social consequences of ongoing changes.

	
	

	Programme learning outcome symbols
	Risk Management in Politics
	ECTS: 3

	CYB_WG03
CYB_WK01
CYB_WG05
CYB_WK03
CYB_WG08
CYB_UW01
CYB_UW02
CYB_UK03
CYB_UO01
CYB_KO01
CYB_KR01
CYB_KR03
	Risk in political activity, its sources and general classification. The concept and essence of a “crisis situation” – economic, social, political and cultural dimensions. Universal principles and methods of crisis management strategy. Objectives and types of risk management in politics. Risk management in politics through its monitoring, elimination and mitigation. Identification of threats. Risk analysis and creation of a risk map. Sources of risk in political activity. Use of source information in risk management in politics. Communication in risk management in politics.

	
	

	Programme learning outcome symbols
	IT Risk Management
	ECTS: 3

	CYB_WK03
CYB_WG04
CYB_WG03
CYB_UW02
CYB_UK04
CYB_UW01
CYB_UW04
CYB_KO01
CYB_KO02
CYB_KR01
	Basic concepts and definitions. Psychology of risk. Human factors in the process of risk management. Basic regulations and standards concerning risk management. Risk management – the process and its evaluation. Risk-management models. Analysis of the occurrence of risk in IT processes. Security audit in IT processes. Methods of influencing risk. Security elements in the IT process.

	Programme learning outcome symbols
	Criminal Behaviour in Cyberspace

	ECTS: 2


	CYB_WG02  CYB_WG05  CYB_WG07 CYB_WG08 CYB_WG10 CYB_WK01 CYB_WK06 CYB_UW02
CYB_UW03
CYB_UW04
CYB_UW05 CYB_UO01 CYB_UO02 CYB_KK02
CYB_KK03 CYB_KO01 CYB_KR01
CYB_KR02

	Definitions and typologies of cybercrime (hacking, phishing, cyberstalking, grooming, DDoS, ransomware). Definitions and typologies of cybercrime (hacking, phishing, cyberstalking, grooming, DDoS, ransomware). Cybercrime and traditional crime – similarities and differences. Statistics and trends in digital crime in Poland and worldwide. National legal framework (Penal Code, Act on Combating Unfair Competition, GDPR). International legal instruments (Budapest Convention, EU directives, UN law). Law enforcement authorities and investigative procedures in cybercrime cases. Motivations of cybercriminals (e.g. profit, ideology, personality disorders). Social perception of online crime – the phenomenon of normalisation. Cyberviolence and its social consequences – victims, witnesses, social silence. Good practices in protection against cyber threats (education, password management, digital hygiene). The role of public institutions and non-governmental organisations in prevention. Social and educational campaigns. Case studies: cyberattacks on public institutions, online fraud, sextortion.

	
	

	
	

	Programme learning outcome symbols
	Elements of Cryptography
	ECTS: 3

	CYB_WK03
CYB_WG07
CYB_WG11
CYB_UO01
CYB_UW03
CYB_UW04
CYB_UW05
CYB_KO03
CYB_KO01
CYB_KK03
	Introduction. Basic concepts. Security of IT systems – general concepts. IT security analysis and audit. History of cryptography. Symmetric encryption algorithms. Asymmetric encryption algorithms. Hash – hash functions and their types. Cryptanalysis. Practical applications of cryptography. Other types of security measures.

	
	

	Programme learning outcome symbols
	Security Audit of ICT Networks
	ECTS: 4

	CYB_WK03
CYB_WG11
CYB_WG06
CYB_UW04
CYB_UW05
CYB_UU01
CYB_UW01
CYB_UW02
CYB_KO02
CYB_KO03
CYB_KK01
	Introduction. Basic concepts. Information in the contemporary world. Legal regulations concerning information. Techniques and methods of information analysis. Selected network security threats and their characteristics. Security engineering, strategy and security policy. Physical and environmental security. IT security measures, plans and procedures. IT security management and risk assessment. Network security audit.

	
	

	Programme learning outcome symbols
	Project Preparation Methodology
	ECTS: 3

	CYB_WG06
CYB_WG07
CYB_WK02
CYB_WK05
CYB_UW04
CYB_UW06
CYB_UU01
CYB_UO01
CYB_UO02
CYB_KK02
CYB_KO01
CYB_KO03
	Project – its essence, objectives and implementation phases. Sources that can be used in planning and implementation of a project. Methods of documenting used sources with respect for intellectual property rights. Identification of problem areas in finance and accounting that may constitute the subject of a project. Defining the topic and objectives of the project, the target group and the anticipated effects of the project. Defining project activities, their schedule, budget and possible sources of funding. Detailed project concept – principles of development. Sources of knowledge of varying scientific value and reliability. Searching databases. Principles of intellectual property protection, types of citation systems and proper documentation of used sources. Identification of risks related to project implementation and methods of their mitigation. Detailed planning of individual project activities. Methods of documenting project activities. Methods of evaluation of project activities and the project as a whole. Principles for modifying project assumptions and activities in the event of circumstances preventing their implementation.

	
	

	Programme learning outcome symbols
	Cybersecurity in the Public Sector
	ECTS: 3

	CYB_WG07
CYB_WK03
CYB_WG08
CYB_WK01
CYB_WG02
CYB_UW01
CYB_UW02
CYB_UW03
CYB_UW04
CYB_UK02
CYB_UW06
CYB_KO01
CYB_KO03
CYB_KK02
	Local government units as entities exposed to cyberattacks. Legal framework of cybersecurity in local government units. The most common types of cyberattacks in local government. Processing and protection of personal data in the context of cybersecurity. The national cybersecurity system.

	
	

	Programme learning outcome symbols
	Cybersecurity in International Organisations
	ECTS: 3

	CYB_WG03
CYB_WG05
CYB_WK03
CYB_WG07
CYB_UW02
CYB_UW01
CYB_UW03
CYB_UW04
CYB_UO01
CYB_UO02
CYB_KO03
CYB_KO02
CYB_KK01
	Cybersecurity policy of selected states and international organisations; security in the era of big data – examples of threats to the right to privacy, the right to be forgotten, and systems of algorithmic citizen assessment; cyberspace as a dimension of interstate rivalry and cooperation; cyber intelligence, economic rivalry/economic intelligence; cyberwarfare and activity below the threshold of war and the applicability of international law in cyberspace

	
	

	Programme learning outcome symbols
	Crime on the Internet
	ECTS: 3

	CYB_WK03
CYB_WG06
CYB_WG04
CYB_WG07
CYB_WK01
CYB_UW01
CYB_UW02
CYB_UW03
CYB_UK04
CYB_UO01
CYB_KK01
CYB_KO02
CYB_KR02
CYB_KK02
	Basic concepts: information, computer data, computer program, information society, cyberspace, cybercrime, classification of cybercrime; network components: computer hardware, network medium, network device, computer software; division of computer networks by range and configuration method; network typologies; narrowband and broadband access technologies; network models; transmission of data over networks; network protocols, addresses, routing, computer names and URLs; network services; P2P networks; malware; computer eavesdropping; password cracking; spoofing (ARP and DNS); denial-of-service attacks (DoS, DDoS, DRDoS); exploitation of vulnerabilities and application flaws; technical aspects of cybercrime: grooming, cyberstalking, phishing, pharming, drive-by pharming, blue-jacking, blue-hacking, skimming, file sharing over networks, anonymisation methods (Tor, proxy servers, VPN); international initiatives aimed at combating crime

	
	

	Programme learning outcome symbols
	Online Safety of Children and Young People
	ECTS: 3

	CYB_WK03
CYB_WG02
CYB_WG04
CYB_WG07
CYB_UW01
CYB_UW02
CYB_UW04
CYB_UW03
CYB_KO02
CYB_KO01
CYB_KR01
CYB_KK02
	The Internet in the lives of young people; threats to children and young people online; cybercrime;
International standards for the protection of children online; Polish standards for the protection of children online; basic tools ensuring children’s online safety; diagnosis of a child’s safety online; ways of responding to an online threat affecting a child; the specificity of social media; advertising and marketing aimed at children

	
	

	Programme learning outcome symbols
	Personal Data Protection: National and International Perspective
	ECTS: 3

	CYB_WK03
CYB_WG09
CYB_WG05
CYB_WG06
CYB_WK02
CYB_UW01
CYB_UW04
CYB_UO01
CYB_UU01
CYB_KR03
CYB_KK01
CYB_KK02
CYB_KK03
	Introduction to the issues of the right to privacy and personal data protection law. International and EU regulations. Subjective and objective scope of application of the personal data protection act. Principles of personal data processing. Personal data in IT systems: telephone number, IP address, login, nickname, email address. Performance of the information obligation of online service providers. Smart mobile devices – analysis of the risk of privacy violations. Computer technologies used for data theft. Standards for secure processing of personal data in ICT systems. Liability for breaches of personal data and privacy. Supervisory authorities and their tasks.

	
	

	Programme learning outcome symbols
	Legal Framework of Open-Source and Covert Intelligence
	ECTS: 3

	CYB_WG10
CYB_WG07
CYB_WK01
CYB_WK03
CYB_UW01
CYB_UW02
CYB_UW03
CYB_UW06
CYB_UK04
CYB_KK01
CYB_KO01
CYB_KR01
	Introduction. Basic concepts. Information in the contemporary world. Legal regulations concerning information. Techniques and methods of information analysis. Black and white intelligence. Legal protection of industrial property. Copyright. Economic espionage. IT methods and means of protecting information resources of an organisational unit (economic entity). Technical means of protecting information resources of an organisational unit (economic entity). The importance of intelligence activity in the future.

	
	

	Programme learning outcome symbols
	Countering Disinformation on the Internet
	ECTS: 3

	CYB_WK03
CYB_WG06
CYB_WG07
CYB_WK02
CYB_WG02
CYB_WG08
CYB_UW01
CYB_UW04
CYB_UW03
CYB_UO02
CYB_KK02
CYB_KO01
CYB_KR03
	Introduction. Basic concepts. Information in the contemporary world. Legal regulations concerning information. Techniques and methods of information analysis. Black and white intelligence. Legal protection of industrial property. Copyright. Economic espionage. IT methods and means of protecting information resources of an organisational unit (economic entity). Technical means of protecting information resources of an organisational unit (economic entity). The importance of intelligence activity in the future.

	
	

	Programme learning outcome symbols
	Internet Exploration Techniques
	ECTS: 3

	CYB_WK03
CYB_WG11
CYB_WK02
CYB_WG06
CYB_WG08
CYB_UW05
CYB_UW06
CYB_WK01
CYB_WK02
CYB_UW04
CYB_UW05
CYB_KO01
CYB_KO03
CYB_KR03
CYB_KR02
	Introduction. Basic concepts. Information in the contemporary world. The Internet as a source of information. Exploration of big data and data warehouses. Browsing Internet resources. Searching the web. Optimisation and processing of queries. Introduction to semantic networks. Website positioning. Recommendation systems.

	
	

	Programme learning outcome symbols
	Information Security in Business Transactions
	ECTS: 3

	CYB_WK03
CYB_WG07
CYB_WK02
CYB_WK05
CYB_UW01
CYB_UW02
CYB_UW04
CYB_UK04
CYB_UO01
CYB_KK02
CYB_KO01
CYB_KO02
CYB_KR03
	Introduction. Basic concepts. Security of IT systems – general concepts. IT security analysis and audit. The concept and types of economic transactions. The importance of the concepts of security and certainty of transactions. Protective instruments resulting from limitations on the freedom of economic activity. The process of risk assessment in relation to information security. Management of information security incidents. Principles of using electronic signatures and electronic payment instruments in economic transactions. Guarantees of the security of trading in financial instruments. Legal requirements (national and international) concerning information protection.

	
	

	Programme learning outcome symbols
	Information Security in Government Administration
	ECTS: 3

	CYB_WK03
CYB_WG07
CYB_WG03
CYB_WG08
CYB_WG05
CYB_UW02
CYB_UW01
CYB_UW03
CYB_UK04
CYB_KK01
CYB_KR02
CYB_KO01
CYB_KK02
	The essence and origins of the concept of information. Scope of the concept of information, classification and essence of information. The concept of the information society. Categories of the information society. Threats to information security. Information and disinformation as instruments of information confrontation. Protection of information and information security. Conceptual scope. Understanding of information security. Risk management in information security. Management of information potential. Challenges for information security. Information security and security of information. Protection of information and facilities in ICT networks. Models of information protection. Information processing. Ensuring information continuity of operation. Risk analysis and identification of threats. Informational aspect of security. Information space as a plane of communication. Security of information societies. Legal instruments of information protection. Government administration in the context of the need to ensure information security. Crisis management. Personal data protection. Protection of classified information. Requirements of EU law. The vision of European society. Knowledge circulation in the information society. Radio and television as elements of the information society. The Internet and information security. Information warfare and its elements. Participants in information warfare. Tools of information warfare. The material sphere of information warfare. The spiritual (psychological) sphere of information warfare. Control of society.

	
	

	Programme learning outcome symbols
	Social Project
	ECTS: 5

	CYB_WG04
CYB_WG03
CYB_WG07
CYB_WK03
CYB_UW01
CYB_UW02
CYB_UW03
CYB_UW04
CYB_UK04
CYB_KK01
CYB_KK02
CYB_KO01
	Techniques, tools and stages of project preparation. Substantive discussion of individual student projects. Report on the implementation of project activities. Final project report – principles, requirements, method of preparation, scope of content. Presentation of the course and results of the project – as an example of a public speech. Principles of public speaking. Multimedia presentation – as a supporting tool in public speaking. Principles of proper preparation of multimedia presentations. Features of good presentations and the most common mistakes in multimedia presentations. Analysis of sample presentations. Substantive discussion of individual student projects. Substantive discussion of final reports of individual student projects. Substantive discussion of multimedia presentations of individual students. Exercises in oral presentation of one’s project with simultaneous use of multimedia presentation – in front of the group. Direct preparation for the diploma examination – discussion of its course and rules.

	
	

	Programme learning outcome symbols
	Metropolitan and Community Security
	ECTS: 5

	CYB_WG07
CYB_WK01
CYB_WG03
CYB_WG08
CYB_WK03
CYB_UW01
CYB_UW02
CYB_UW03
CYB_UW01
CYB_KO01
CYB_KK02
CYB_KR01
	[bookmark: _GoBack]Introduction to basic concepts related to the security of metropolises and local communities. Current state policy in the field of local community security. Tasks of local government in the context of local community security. Threats to the security of metropolises and local communities. Local support system for victims of violence. Cooperation of citizens with law enforcement authorities in the local environment. Cooperation of public security institutions with local authorities. Surveillance systems.

	
	

	3. COMPUTING EDUCATION

	
	

	Programme learning outcome symbols
	Introduction to Programming
	ECTS: 5

	CYB_WK03
CYB_WG06
CYB_WK03
CYB_UW01
CYB_UW06
CYB_UW02
CYB_UW03
CYB_KK01
CYB_KR03
	Presentation of the role of a programmer in contemporary IT projects. Discussion of typical responsibilities and presentation of key competencies required for professional success. Types of programming paradigms with particular emphasis on object-oriented programming. Methods of running applications in Java – compilation and execution in the console, use of an integrated development environment, compilation in online environments. Basic programming concepts: variables, constants, data types, functions, simple and complex instructions, modules, enumerated types, arrays. Object-oriented programming. The concept of a class and an object. Constructors. Access modifiers. Inheritance. Reference types versus value (primitive) types. Polymorphism. Encapsulation. Creating JavaBeans classes. Advanced object-oriented programming. Interfaces and abstract classes. Static constructs. The keywords this and super. Method overloading and overriding. Final classes. Collections as key data structures in Java. Lists, sets, maps. Sorted collections. Methods hashCode() and equals(). Stream classes using file system handling with elements of the java.io namespace. Creating simple graphical user interface applications using JavaFX technology.

	
	

	Programme learning outcome symbols
	Computer Systems Architecture
	ECTS: 5

	CYB_WG11
CYB_WK03
CYB_WG06
CYB_UW01
CYB_UW03
CYB_UW06
CYB_UO01
CYB_UW01
CYB_UW03
CYB_KO02
CYB_KK02
CYB_KR03
	Introduction to computer systems architecture. Concepts of computer organisation and architecture. Structure and operation. Evolution of computing systems and development of computer systems. Number systems. Binary, octal and hexadecimal systems. Conversion of decimal integers and fractions into binary codes. Arithmetic operations on binary numbers. Floating-point numbers. IEEE-754 standard for floating-point representation. Character encoding. Fundamentals of digital circuits. Logical variables and operations. Axioms of Boolean algebra and De Morgan’s laws. Logical functions. Minimisation of Boolean functions. Implementation of logical functions. Division into combinational and sequential circuits. Combinational digital circuits. Design of combinational logic circuits based on Karnaugh maps. Construction of complex combinational systems. Sequential digital circuits. Abstract model of sequential digital circuits. Basic types of sequential circuits: flip-flops, registers, counters. Programmable digital systems containing both combinational and sequential circuits. Block structure of the von Neumann computer. Basic architectural and technical features of microprocessors. Program model of the von Neumann computer: instruction formats, addressing modes, program execution, MASM32 – an example assembler for 32-bit processors. Standard input/output handling. Skeleton of an assembler program in the MASM32 environment. Registers of a 32-bit processor. Implementation of arithmetic, logical, transfer and shift instructions. Jumps and branching. Building macros. Data transfer and management. Interrupts. Input/output systems and operations. Types and hierarchy of memory. Organisation and architecture of memory systems. Cache memory. Dynamic RAM. ROM memory. DMA systems. Architectures of basic processor types: CISC and RISC. RISC processors and parallel systems. Flynn’s classification of computer systems. Vector computers. Basic number systems: binary and other bases such as 3, 4, 8 and hexadecimal. Conversion of decimal integers and fractions into binary and hexadecimal codes. Arithmetic operations on numbers in binary codes. Representation of rational numbers in IEEE 754 floating-point format. Arithmetic operations on floating-point numbers. Character encoding. Conversion of decimal integers into BCD code. Bit masks. Methods of describing and minimising Boolean functions: truth table, conjunctive normal form, disjunctive normal form. Creating simple combinational circuits using Multimedia Logic (or Digital Works) simulator and verifying their operation. Karnaugh maps. Sequential digital circuits. Abstract model of sequential digital circuits. Basic types of sequential circuits: flip-flops, registers, counters. Introduction to the MASM32 environment, compilation and linking. Running a program in MASM32. Setting processor flags in assembly language. Independent implementation of a programming task involving processor flag setting. Jumps and branching. Implementation of programming tasks with jumps and conditional instructions. Procedures and macros. Interrupts. Cache memory. Implementation of a programming task involving reading and writing data to memory.

	
	

	Programme learning outcome symbols
	Network Technologies
	ECTS: 4

	CYB_WK03
CYB_WG06
CYB_WG08
CYB_UW01
CYB_UW06
CYB_UW03
CYB_UW02
CYB_KK01
	Introduction to computer networks. Evolution of computer networks. Internetworking. IP addressing. Layered models of network protocols: the 7-layer ISO model and the TCP/IP model. IP protocol. Structure of the IP datagram header. The role of the data link layer. Structure of an Ethernet frame. Address resolution problem. ARP protocol. Access networks. Routing principles in TCP/IP networks. Structure of the routing table. Adding static routes to the routing table. Default route. Dynamic routing protocols. RIP protocol. Principles of building routing tables in RIP. Configuration of the RIP protocol. OSPF protocol. ICMP messages. Types and codes of ICMP messages. Use of ICMP in network diagnostics. The ping tool. Broadband networks. Access networks. Access network technologies. The role of the transport layer. Reliable data transmission – TCP protocol. UDP protocol. The role of the application layer. DNS service. Structure of domain names. Resource records. Format of DNS messages. Network utilities: sftp, ssh, nfs. Features of IPv6 protocol. IPv6 header format. Syntax analysis of the IPv6 datagram.

	
	

	Programme learning outcome symbols
	Operating Systems
	ECTS: 4

	CYB_WG01
CYB_WG06
CYB_WK03
CYB_UW02
CYB_UW05
CYB_UK03
CYB_KO01
CYB_KR03
	Processes and threads: the concept of a process, process states, structure and attributes of a process. Creating new processes, use of fork and exec functions. The concept of a thread. Operations on threads. Process synchronisation: the critical section problem, synchronisation mechanisms, classical synchronisation problems, semaphores, signals, locks, condition variables. Interprocess communication: shared memory, message queues, pipes, FIFO queues. CPU scheduling: scheduling algorithms, evaluation of algorithms, examples of implementation. Deadlocks: system model, characteristics of deadlocks, methods of handling deadlocks. Memory management: logical and physical address space, address binding, swapping mechanism, allocation of main memory areas, paging, segmentation. Virtual memory, page fault, page replacement, replacement algorithms, thrashing, working set model. Secondary memory management: files, file access methods, directories, file system implementations, disk space allocation methods, free space management, caching, disk scheduling. Protection and security: authentication and access control. System configuration, basic commands, help system. File system operation commands. Access rights. Process control, stream redirection, pipes.



Methods of verification and assessment of learning outcomes achieved by the student throughout the entire study cycle

The methods of verifying learning outcomes achieved in the educational process include:
1) examinations – oral and written (descriptive and test-based);
2) course assessments – oral and written (descriptive and test-based);
3) in-class tests;
4) preparation of a paper, essay, etc., individually or in a team;
5) preparation of a project, individually or in a team;
6) preparation of reports, assigned homework and similar tasks – individually or in a team;
7) solving problem-based tasks during and outside class – individually or in a team;
8) multimedia presentations prepared and delivered individually or in a team;
9) oral contributions, activity during classes, participation in discussion;
10) case analyses;
11) degree examination;
12) other specific and special forms of verification of intended learning outcomes indicated in the syllabuses of individual courses.
Assessment of the extent to which the intended learning outcomes have been achieved covers all categories of learning outcomes (knowledge, skills and social competences). The choice of verification methods should take account of the specific nature of the individual categories of learning outcomes, the specific nature of the course, and contemporary social conditions and technological possibilities for their verification.
The University follows the principle that verification of learning outcomes in lecture-based classes is carried out by means of a final graded examination (during the examination session), while other forms of classes allow both ongoing verification during the semester and final verification at the end of the semester, and conclude with a graded assessment. In the case of students with disabilities, alternative methods of verifying learning outcomes are established, depending on their individual needs, in a way that takes those needs into account.
The method of verifying learning outcomes achieved for the entire study cycle at programme level is the degree examination.
When verifying learning outcomes, it is assumed that obtaining a positive grade in the examination or end-of-course assessment, as well as in the degree examination, confirms the achievement of all learning outcomes established for the given elements of the learning process. The level of achievement of learning outcomes is reflected in the grade awarded.
The Study Regulations define the grading scale used within the process of verifying learning outcomes, while the Rector’s Order sets out the internal assessment system, which is a set of rules concerning the assessment of students’ mastery of learning outcomes and the general criteria for awarding a particular course grade (see Table). The Study Regulations also provide for pass/fail assessments (respectively: passed/failed). This mainly concerns classes that do not require verification of learning outcomes by means of a grade (e.g. sports and recreation classes, Health and Safety).


Assessment criteria in the process of verifying learning outcomes
	
Grade
	
Description of requirements
	Required percentage of learning outcomes achieved for the course

	excellent (6.0)
	The student has achieved learning outcomes that exceed the scope provided for in the course syllabus, quantitatively or qualitatively; in particular, they possess knowledge significantly exceeding the scope specified in the course syllabus, independently identify and solve theoretical and practical problems, can use knowledge in new problem situations, and use scientific and professional terminology correctly and fluently.
	
> 90% and additional achievements exceeding, quantitatively or qualitatively, those required for a very good grade

	very good (5.0)
	The student has mastered the full range of knowledge and skills specified in the course syllabus, independently solves theoretical and practical problems, can use knowledge in new problem situations, and uses scientific and professional terminology correctly.
	

min. 90%

	good plus (4.5)
	The student has achieved learning outcomes above the requirements for a good grade, but insufficient for a very good grade.
	min. 85%

	good (4.0)
	The student has mastered most of the knowledge and skills specified in the course syllabus, solves typical theoretical and practical tasks, and expresses the basic concepts and principles in scientific and professional terms.
	

min. 70%

	satisfactory plus (3.5)
	The student has achieved learning outcomes above the requirements for a satisfactory grade, but insufficient for a good grade.
	min. 65%

	satisfactory (3.0)
	The student has mastered the basic knowledge and skills specified in the course syllabus, solves typical theoretical and practical tasks of average difficulty, makes minor terminological errors, and conveys knowledge in language close to everyday usage.
	

min. 50%

	unsatisfactory (2.0)
	The student has not mastered the essential minimum of basic knowledge and skills specified in the course syllabus, cannot solve tasks of low difficulty, makes serious terminological errors, and expresses themselves in an awkward manner.
	less than 50%



Assessment of the achievement of learning outcomes is carried out at the following stages:
· during the delivery of learning outcomes within a given course/module and after its completion, through verification of learning outcomes carried out for each student by the teacher/examiner;
· after completion of the programme of a given course/module, through verification of learning outcomes carried out by the teacher/course or module coordinator;
· after the end of each semester, through verification of the learning outcomes achieved by the students of the programme;
· after completion of Internship;
· during the degree examination, through verification of learning outcomes carried out for each student by the examiners participating in the degree examination;
· on an ongoing basis, through assessment of the implementation of learning outcomes by class observers;
· after completion of each study cycle, through verification of learning outcomes using quantitative indicators and through monitoring graduates’ career paths and assessing their functioning on the labour market.


Rules and form of Internship
The general rules for the organisation of internship, templates of the necessary documents, the tasks of internship supervisors and the procedure for completing internship are set out in the University Internship Regulations of the VIZJA University. The Regulations state, among other things, that the University provides internship opportunities for students and enters into an agreement with the internship provider for this purpose, or approves internship venues indicated independently by the student by issuing a internship referral. In addition, a student may complete an internship on the basis of their professional work (provided that it enables the achievement of the learning outcomes envisaged for internship), within the ERASMUS+ programme, student scientific society activities, at UV, or as part of volunteering.
Detailed rules for the delivery of internship on the Cybersecurity programme, including: the purpose of internship, learning outcomes, programme content, the internship of internship in the study plan, the duration of internship, methods of verification and assessment of students’ achievement of the learning outcomes intended for internship, the method of documenting the course of internship and tasks carried out during them, the criteria to be met by internship institutions, the rules for approving a internship venue independently chosen by the student, and the conditions for qualifying a student for internship, are set out in the Internship Programme for the Cybersecurity programme.
Internship undertaken by students of the Cybersecurity programme are intended to enable them to verify previously acquired theoretical knowledge and to acquire practical skills in applying this knowledge in the work of a cybersecurity specialist or analyst. They also aim to develop teamwork skills, a sense of professional ethics, and an understanding of the importance of carrying out practical professional tasks.
Internships on the Cybersecurity programme are compulsory and are planned as follows:
- in the third semester (year 2 of studies) – Internship totalling 180 hours,
- in the fourth semester (year 2 of studies) – Internship totalling 180 hours,
- in the fifth semester (year 3 of studies) – Internship totalling 180 hours,
- in the sixth semester (year 3 of studies) – Internship totalling 180 hours.
The total duration of internship is 720 hours completed over a period of 6 months. The student obtains 28 ECTS credits for completed Internship.
The programme content delivered during the internship should reflect the specific nature of the tasks entrusted to specialists in cybersecurity in a given institution. During the internship, the student undertakes practical training in units of a varied nature due to the broad range of professional tasks of a cybersecurity specialist. These may include the following tasks:
1. Analytical – the student uses and develops their ability to collect and process information relevant to the institution in which they carry out their internship. They verify the accuracy of information, draw conclusions, and make decisions intended to contribute to the completion of the tasks entrusted to them.
2. Forecasting – the student uses and develops their ability to anticipate events and processes relevant to the institution in which they carry out their internship.
3. Recruitment-related – the student uses and develops persuasive skills in tasks of a recruitment-related nature entrusted to them.
4. Administrative – the student efficiently and effectively performs the administrative tasks entrusted to them that are appropriate to the institution in which they carry out their internship.
5. Drafting opinions and expert reports – the student prepares opinions and expert reports related to issues relevant to the internship venue.
6. Research – the student strives to update their knowledge continuously, actively participates in research, and prepares studies on topics connected with the relevant area of interest.
7. Other tasks
[bookmark: _Hlk124411964]The programme content delivered during the internship reflects the specific nature of the tasks entrusted to a cybersecurity specialist in a given institution. During the internship, the student acquires knowledge, skills and competences in the following thematic areas: the characteristics of the internship venue, the characteristics of the main departments operating within a given unit, and familiarisation with health and safety rules and regulations. Depending on the nature of the unit, the student learns to work in the specific conditions of the workplace – they should be acquainted with the rules applicable when carrying out professional tasks and with the principles of professional contact with clients, patients and co-workers. The student should become familiar with the methods and tools used in the work of a cybersecurity specialist and learn how to apply them correctly depending on the nature of the internship venue and, in the future, the workplace.
The internship venue may be an institution offering the possibility of completing internship under the care/supervision of a workplace internship supervisor or a person directly supervising the activities performed by the student during the internship. The type of employment contract of the internship supervisor in a given institution or company is not material (it may be an employment contract, mandate contract, self-employment, etc.); what matters is that the extent of their employment allows them to provide ongoing supervision of the student, observe their work and verify the achievement of the learning outcomes intended for the internship.
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